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(57) ABSTRACT

A digital watermarking process whereby an invisible water-

mark inserted into a host image is utilized to determine

whether or not the image has been altered and, if so, where

in the image such alteration occurred. The watermarking

method includes the steps of providing a look-up table

containing a plurality of coefficients and corresponding

values; transforming the image into a plurality of blocks,

wherein each block contains coefficients matching coeffi-

cients in the look-up table; and embedding the watermark in

the image by performing the following substeps for at least

some of the blocks: First, a coefficient is selected for

insertion of a marking value representative of a correspond-

ing portion of the watermark. Next, the value of the selected

coefficient to used to identify a corresponding value in the

look-up table. Finally, the identified coefficient is left

unchanged if the corresponding value is the same as the

marking value, and is changed if the corresponding value is

different from the marking value. After the insertion of the

watermark, the image may be stored in a lossy-compression
form, thus permitting efficient storage and distribution.

Moreover, the method may be used to produce two output

signals for authentication: (1) a meaningful pattern to facili-

tate a quick visual check, and (2) an additional signal to

detect unauthorized alteration. The method can be applied to

an image compressed using JPEG or other techniques, such
as Wavelet compression, and the marked image can be kept

in the compressed format. Any alteration made on the

marked image can be localized, making the method suitable

for use in a "trustworthy" digital camera or camcorder.
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WATERMARKING SCHEME FOR IMAGE to a human observer whereas an invisible watermark is one

AUTHENTICATION that is not perceptible to a human but may be extracted by

a computer or other electronic means. Whether visible or

I. FIELD OF THE INVENTION invisible watermarking is employed depends upon the par-

„ , , , S ticular application. The following references may be con-
The present.invention concerns a new method and system

sulte(J for backgrolmd on watermarking:
for watermarking digital images for authentication purposes, . - , r „. . . .^ 66

[1] Mintzer, et al., "EffecUve and Ineffective Digital

IL BACKGROUND OF THE INVENTION Watermarks," IEEF-ICIP, 1997.

[2] Friedman, "The Trustworthy Digital Camera: Restor-
A black-white or grey scale image of size XxY can be 10 mg c^b^y to the Photographic Image," IEEE Trans, on

desenbed by its brightness in a plane, i.e., by a function Consumer Electronics, November 1993.
f(x,y) where f is the brightness at a point with coordinates ^ ^ „A ^
(x,y). A digital grey scale image composes pixek arranged ^ for AlltnenUcation

-
IEEE-ICIP, 1996m a raster. Such an image can be desenbed by f(ij) where & & >

»

the brightness f takes on a value &om a discrete set of values 15 [4 1 S^rck "A New Approach to Integrity of Digital

called quantized values, and (ij) is a pair of integers. An Images," IFIP Conf. on Mobile Communication, 1996.

example is a digital image of 512x512 pixels and each pixel [5] Yeung, et al, "An Invisible Watermarking Technique

takes on an integer value between 0 and 255, In this for Image Verification," IEEE-ICIP, 1997.

specification, an image shall mean a digital image unless [6] Swanson, et al., "Robust Data Hiding for Images,-

otherwise noted. 20 i£EE DSP Workshop, 1996.

A common way to represent the pixels of a digital color [7] Koch, et al., "Towards Robust and Hidden Image
image is to use 3 numbers denoting the red component, Copyright Labeling/' IEEE Workshop on Nonlinear Signal

green component, and blue component. In this way, the and Image Processing, 1995.

image is represented in the R-G-B color coordinate system.
[8 ] 2&ag, et ^ «0n Resolving Rightful Ownership of

Another way to describe a color pixel is to use the luminance 25
Digital Images by Invisible Watermarks," IEEE-ICIP, 1997.

and 2 chrominance components, where the luminance cor- ~ c .. . , -..cur
* * * . m_ 4 . , One application or digital watermarking is in the field of

responds to the brightness. There are many other color . .

*"r
t

, . °\
. , .

b
K . .

4
.

j-
t t

digital photography, in which images are captured with a
coordinate systems. i* •. 1 < . * 1* *,.* 1 t .1J digital camera or photographs are digitized. In these cases,
The process of representing an image by a stream of

3Q it would be advantageous to embed an invisible watermark
'ones' and 'zeros', i.e. using bits, is commonly referred to as ^ thc at ^ timc of capturc or digitizing,
image coding. That is, an image is converted to a binary watermark could be used later (e.g., in a court of law) to

stream by image coding. Decoding refers to the process of verify tnat tnc is authentic, i.e., has not been altered,
obtaining the image from the binary stream. Image com- Ti . . ^ . 4 , 4 4 , , - 4 . , . c t ,

. r - *u u It is important that a method of watermarking for authen-
pression refers to the process of reducing the number of bits

.

. . T ... >i 1 35 ucauon can.
to represent a given image. In many image coding methods,

it is desirable to use the fewest number of bits to represent C 1) Permit ^ to determine whether an image has

the image. For this reason, image coding and image com- been ^tered or not ;

pression are often used synonymously. (2) identify where in the image such alteration occurred;

Image coding or compression can be lossless or lossy. A 40
lossless coding method produces a binary stream from (3) allow the watermarked image stored in a lossy-

which the original image can be obtained exactly. A lossy compression format (such as JPEG),

coding method produces a binary stream but the decoded In addition, it is highly desirable

image, called the compressed image, is not exactly the same (4) to integrate the watermark with the host image rather

as the original image. In lossy coding, the compressed image 45 than as a separate data file; and
can look indistinguishable from the original, or it can look

(5) l0 have the watermark invisible under normal viewing
different from the original, in which case the difference conditions.
shows up as artifacts. Previously known methods for image authentication do

Instead of being described by its pixel values, a digital not have all of the above capabilities. The digital signature

image can also be described in the 'frequency domain' or 50 methods (e.g., above cited references [2] [3] [4]) do not have
more generally the 'transform domain'. The NxM values of capabilities 2 and 3; the pixeUiomain watermarking meth-
f is transformed to a set of numbers called transform 0ds (e.g., above cited reference [5]) do not have capability

coefficients, usually also NxM in number. Commonly used 3 ; the frequency-domain data hiding schemes (e.g., above
transformations include the Discrete Cosine Transform cited [6] [7]) cannot always localize alterations and may
(DCI), Discrete Fourier Transform (DFT), and Wavelet 55 introduce excessive distortion. Since the present invention

Transform. and the pixel-domain method [5] have certain similarity, that

Current computer and information technology allow easy method will be briefly reviewed and the difference pointed

editing and perfect reproduction of digital images, which in out.

turn can lead to problems with copyright protection, own- The method presented in [5] embeds a watermark, which

ership verification and authentication. Such problems are 60 is a binary pattern, in the pixel domain, using a look-up table

addressed by digital watermarking, which concerns pro- (LUT). The method is illustrated in FIG. 1, where the

cesses that embed or insert data into a multimedia data (unmarked) grey scale image consists of a block of 8x8

object. The inserted data are often called digital watermarks. pixels whose values are shown and the pattern to be embed-

Depending on the application, digital watermarking may be ded is the letter "I", also formed with a block of 8x8 pixels,

applied to different types of data, including digital still 65 Suppose the black pixels of the pattern correspond to "0"

images, digital audio and digital video. For images, a visible and the white pixels correspond to "1". These "l"s and "0"s

watermark is one that is intentionally made to be noticeable are called marking values. As shown in FIG. 1, the top row

09/06/2004, EAST version: 1.4.1
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of the LUT are the luminance values of the unmarked image

and the bottom row are binary, Le., "1" or "0". The 4th

number in the first row of the image has a value of 153 as

shown; the binary pattern corresponding to this pixel is

black and therefore has the value "0". From the LUT, 153

corresponds to a "0", agreeing with the pixel value of the

pattern. So the number 153 is unchanged in the marked

image, i.e., the 4th pixel in the first row of the marked image

has the value 153. The first number in the second row of the

image has the value 144. The corresponding binary pattern

is white and therefore has the value "1". But from the LUT,

144 corresponds to a "0". So the number 144 is changed to

143 for which the corresponding value in the table is "1

Thus, the first pixel in the second row of the marked image

has the value 143. All pixels in the original image are

processed in this manner. Hiat is, if the luminance of a pixel

in the original image does not map to the value in the

corresponding binary pattern by the LUT, the luminance

value is changed to a new value which is close to the original

value and which corresponds to a binary value that agrees

with the binary pattern.

The marked image is made up of an 8x8 block of pixels

from which the watermark is easily extracted by referring to

the LUT. The fourth pixel in the first row of the marked

image is 153, for which the corresponding binary value from

the LUT is "(T. So the fourth pixel in the first row of the

extracted pattern is black. Similarly, the first pixel in the

second row of the marked image is 143, for which the

corresponding binary value from the LUT is "1". So the first

pixel in the second row of the extracted pattern is white.

When all the pixels of the marked image have been pro-

cessed in this manner, a pattern of "I" will have been

extracted.

If a pixel in the marked image is changed, the changed

value will be mapped to either "1" or "0", each with a

probability of 05. So there is a 0.5 probability that the

extracted watermark for that pixel will be different from the

corresponding pixel in the original pattern. Such a possible

change in a single pixel may or may not be observable by a

viewer. However, if a group of neighboring pixels is

changed, the probability that the corresponding part of the

extracted watermark will look different is significantly

increased. Images are often lossily compressed to save

transmission time and storage. If an image is watermarked

using the method just described, and if the marked image is

then lossily compressed, the watermark inserted in the

image will be changed due to the compression process.

Therefore, the watermarked image from such an approach

cannot be lossily compressed without adversely affecting the

watermark. Another disadvantage of the above method is

due to the fact that a human viewer can easily notice the

changes in the pixel values in the smooth regions of the

image due to the embedding process, making it difficult to

insert the watermark in the smooth regions of an image.

As described in greater detail below, the present invention

inserts a watermark in the quantized transform domain

coefficients using a lookup table. This allows the water-

marked image to be stored in compressed form. The present

invention can also insert the pattern in the smooth regions of

an image and can embed content based features in addition

to a pattern, so the reliability of detecting alterations of the

image is significantly increased. In addition, a shuffling

scheme of the present invention can also be applied to

embedding a watermark in the pixel domain of smooth

regions.

The result achieved by present invention is illustrated

with FIGS. 2A, 2B and 2C. FIG. 2A is a JPEG compressed

10

20

25

30

35

45

50

55

60

65

image, into which we embed a watermark of the pattern

"PUEE" (shown in FIG. 2B) using the method of the present

invention. The watermarked image, shown in FIG. 2B, is

indistinguishable from the unmarked original, FIG. 2A. Two
modifications are then made of the image. "Princeton Uni-

versity" on the top right corner is changed to "Alexander

HalT and "Copyright 1997" in the lower left comer is

changed to "January 1998", as illustrated in FIG. 2C. Also

shown in FIG. 2C is that the watermark is extracted from this

modified image, which clearly shows where modifications

have taken place.

ni. SUMMARY OF THE INVENTION

A primary object of the present invention is to provide a

digital watermarking process whereby an invisible water-

mark inserted into a host image can be utilized to determine

whether or not the image has been altered and, if so, where

in the image such alteration occurred. This and other objects

of the invention are achieved by the methods disclosed

herein for applying a digital watermark to an image.

The inventive methods include the step of deriving from

the image a plurality of component images, wherein each

component image contains coefficients. The inventive meth-

ods employ at least one look-up table containing a plurality

of coefficients and corresponding values, wherein at least

some of the look-up table coefficients match coefficients in

the component images. Awatermark is then embedded in the

image. The last step, embedding the watermark, is carried

out by performing the following steps for at least some of the

component images: (1) selecting a coefficient into which a

marking value, representative of a corresponding portion of

the watermark, is to be embedded; (2) using the value of the

selected coefficient to identify a corresponding value in the

look-up table(s); (3) leaving the identified coefficient

unchanged if the corresponding value is the same as the

marking value; and (4) changing the identified coefficient if

the corresponding value is different from the marking value.

Another aspect of a preferred implementation of the

invention is that, in the embedding step, the identified

coefficient is changed minimally to a value having a corre-

sponding value in the look-up table which is the same as the

marking value. For example, the identified coefficient is

preferably changed minimally by changing its value to that

of the nearest coefficient having a corresponding look-up

table value equal to the marking value.

Yet another aspect of the present invention concerns

"shuffling" the coefficients prior to the embedding step. Such

shuffling may involve concatenating the coefficients of a

plurality of blocks into a string and randomly shuffling the

order of the coefficients in the string. In this embodiment, the

string is unshuffled after the embedding step.

Preferably, for error correction purposes, the marking

value (e.g., marking bit) is embedded multiple times in each

block, and a majority voting process is employed to decode

the respective blocks.

The preferred embodiments also include the step of

identifying selected coefficients as being unembeddable,

such that the unembeddable coefficients are not employed to

embed marking values. For example, DC coefficients (i.e.,

c^ °f me DCT process may be considered unembeddable.

In addition, a threshold value may be selected and used such

that coefficients having a value below the threshold value are

considered small valued and thus unembeddable.

The preferred embodiments of the present invention can

determine whether a marked image has been altered, and

where such modification took place. In addition, after the

09/06/2004, EAST Version: 1.4.1
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5
insertion of the watermark, the image may be stored in a

lossy-compression form, thus permitting efficient storage

and distribution. Moreover, the preferred embodiments pro-

duce two output signals for authentication: (1) a meaningful

pattern to facilitate a quick visual check, and (2) an addi-

tional signal to detect unauthorized alteration. In addition,

other information, such as content features, can be embed-

ded into the image. The invention can be applied to an image

compressed using JPEG or other techniques, such as Wave-

let compression, and the marked image can be kept in the

compressed format. Any alteration made on the marked

image can be localized, making the preferred embodiment

suitable for use in a "trustworthy" digital camera or cam-

corder. Furthermore, since the invention is computationally

and structurally efficient (including the use of a look-up

table), it can be applied in digital video authentication-

Other features and advantages of the present invention are

described below.

IV. BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a pixel domain watermarking method of

the above cited reference [5].

FIGS. 2A-2C illustrate the overall result achieved by the

present invention.

FIG. 3 depicts a JPEG still image compression method.

FIG. 4 illustrates an image and its wavelet coefficients.

FIG. 5 is a block diagram of a watermarking process of

the present invention.

FIG. 6 depicts a transform domain embedding process

employed by the present invention.

FIGS. 7A and 7B are block diagrams illustrating the

embedding and authentication procedures, respectively, in

accordance with the present invention.

FIGS. 8A and 8B are similar to FIGS. 7A and 7B in that

they illustrate embodiments of the watermark embedding

and authentication procedures, respectively, but include

shuffling and inverse shuffling steps in accordance with

another embodiment of the invention.

FIG. 9 depicts the shuffling process.

FIG. 10 illustrates a backup embedding scheme that may
be employed in connection with smooth regions.

FIG. 11 illustrates three types offrames (I, P, B) in a video

signal.

FIG. 12 illustrates a step in MPEG coding using motion

compensation.

V. DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

We first illustrate the present invention by showing how
to insert a binary pattern as the watermark in a JPEG
compressed grey-scale image. The present invention,

however, may be extended to other compression methods,

such as Wavelet compression, to color images, and to video.

Before describing the preferred embodiments of the

invention, we will provide a brief overview of the JPEG
method for lossy compression. Details can be found in the

paper G. K. Wallace, "The JPEG still picture compression

standard," IEEE Trans on Consumer Electronics, February

1992.

V.l Overview of JPEG Lossy Compression

The JPEG method for image compression has been

adopted as an international standard. When the image is

lossily compressed, the compressed image may differ imper-

ceptibly or significantly from the original image, depending

on the parameters chosen to perform the compression.

!5,775 Bl

6
The JPEG method is illustrated in FIG. 3. To compress an

image using the method, the image is first divided into

blocks, typically of 8x8 pixels. Each block of pixels may be

viewed as a component of the original image and hence be

5 called a component image. For each block, a two-

dimensional discrete-cosine-transform (DCT) is performed,

resulting in 8x8 DCT coefficients for that block. The coef-

ficients represent the spatial frequency components of the

8x8 block of pixels and are denoted by c
ijy

where i and j

10 range from 0 to 7. The c^, coefficient is called the DC
coefficient, corresponding to the DC component of the

original image block in both horizontal and vertical

directions, while the c^ coefficient contains the highest

frequency content of that block

15 To lossily compress the image, each DCT coefficient is

quantized, and the normalized quantized coefficients are

run-length encoded, followed by Huffman or arithmetic

encoding to produce a bit stream. To obtain the recon-

structed image, the above process is reversed. That is, the

20 normalized quantized coefficients are recovered from the bit

stream, and inverse DCT of these coefficients taken to

produce 8x8 pixels. All blocks of the 8x8 pixels thus

obtained are put together to form the reconstructed image. If

the quantized DCT coefficients differ very little from the

25 original unquantized coefficients, then the reconstructed

image differ imperceptibly from the original image.

Otherwise, the reconstructed image will differ noticeably

from the original image.

Many JPEG encoders use a quantization table to quantize

30 the DCT coefficients by dividing each coefficient by the

corresponding entry in the table and then rounding it to the

nearest integer which is called the normalized quantized

coefficient. To achieve different level of compression, the

entries of a table is scaled up or down by a number called the

35 quality factor Q. Table 1 together with a value of Q between

1 and 100 is often used for such quantization, as follows. For

Q«50, the table is used unchanged as the quantization table.

Tnat is, each DCT coefficient is multiplied by the corre-

sponding entry of Table 1 and the result is rounded and

40 clipped. For Q>50, a new table for quantization is generated

by multiplying Table 1 by (100-Q)/50. For Q<50, the new
quantization table is generated by multiplying Table 1 by

50/Q. It should be mentioned that the present invention does

not depend on this or any other quantization table.

45

TABLE 1

8x8 Quaatizatioii Matrix

50

55

16 12 10 16 24 40 51 61

11 12 14 19 26 58 60 55

14 13 16 24 40 57 59 56

14 17 22 29 51 87 80 62

18 22 37 56 68 109 103 77

24 35 55 64 81 104 113 92

49 64 78 87 103 121 120 103

72 92 95 98 112 100 101 99

V.2 Subband and Wavelet Image Compression

Another well known image compression method is based

on subbands. In this method, an image is filtered and the

60 outputs of the filters are sub-sampled or down sampled. (To

sub-sample by a factor of 2, one out of every two samples

are deleted. To sub-sample by a factor of K, all but one from

every K samples are deleted.) The results are component

images, or more specifically highpass and lowpass compo-
65 nent images if the filters used are highpass and lowpass

filters. The component images usually bear certain resem-

blance to the original image. The process of filtering and
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sub-sampling is often repeated several limes. The final

results are called subband coefficients, or subband images.

These subband coefficients are then quantized and the quan-

tized coefficients are then assigned to codes. In subband

coding, the quantized coefficients from each subband are

usually coded independently. Another well known method

for image coding is based on wavelets, which is quite similar

to subband coding in the initial steps. That is, the image is

passed through a number of filters, and the outputs of these

filters are subsampled to produce a number of coefficients,

called wavelet coefficients.

Shown in FIG. 4 is an image and its wavelet coefficients.

Notice the varying degree of resemblance of the seven

components to the original image. The wavelet coefficients

are then quantized and coded. Notice also that the seven

components are not of the same size. The wavelet coeffi-

cients from one filter output is often correlated with those

from other filter outputs, and wavelet coding takes advan-

tage of such information. Although in principle this advan-

tage can also be used in subband coding, what most

researchers refer to as subband coding actually code each

subband separately, as mentioned in the previous paragraph.

Details of these image coding methods can be found, for

example, in M. Vetterli and J. Kovacevic, Wavelets and

Subband Coding, Prentice Hall, 1995.

V.3 Overview of Preferred Embodiments

We first describe the present invention by demonstrating

how to insert a pattern in a JPEG compressed grey-scale

image. For simplicity, we shall use for illustration a binary

pattern. We will discuss later how other information, such as

content features, can be embedded into the image. The

embedding of a binary pattern is done by modifying some of

the normalized quantized DCT coefficients using the binary

pattern and a look-up table (LUT) in such a way that the

resulting marked image is visually not different from the

original compressed image. The inserted pattern can be

extracted from the marked image. The binary pattern can be

a visually meaningful pattern such as a logo, letters, etc.

Note that the marked image is in a compressed form. If the

marked image is unchanged, then the extracted pattern will

be identical to the original inserted pattern. If, on the other

hand, the marked image was altered, then the extracted

pattern will reveal where such alteration took place, as

demonstrated earlier in FIG. 2.

^FIG^ schematically depicts a preferred embodiment of

such a watermarking process in accordancejwithjhe present

invention. As shown, an~qrigmaljj^

^by block DCT 201mcl quantization 30/which yields a set of

(no1malized
:

quantized coefficients^SS. The embedding pro-

cess 40 modifies the q^antizatibrrcoefficientsJSjto.gjve'a set

/6f m"arked"coefficiente_ ^S^jfTHe embedding process 40
employs a prescribed set of data to be embedded^9 (i.e., the

watermark) and ~a~lbpk-up tableJj0;> as_described in detail

below, to~gene^te„me,ma^ed^efficientsjfS. The marked

coMaents~45 are then input to an-encoding- process^70,

wtudTyield^ watermarSed

imageJSO^The inserted data can be extracted'by simply

reading from the LUT the value corresponding to the DCT
coefficient of the marked image. If a part of the watermarked

image is altered, the DCT coefficients from that part of

image will be changed, hence the extracted watermark will

differ from what was originally inserted, thus identifying

where in the image the modification has occurred. This

assumes that one bit of a binary watermark can be embedded
in the corresponding block of the image. The question of

how to make sure that it is possible to embed one bit in each

block is discussed below.

10

20

25

30

40

45

55

60
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V.4;Insertion of Binary ^ttern^^g:a:I^ok-up:Tabie
Welidw discusslietajls ofhow to insert the watermarkTAs

shown in FIG. 6, a~look-up"~table (LUT) 60, which is

generated beforehand, maps every possible value of JPEG
coefficient to "1" or "0" with the lengths of consecutive "1"

or "0" limited. Thus, the LUT 60 includes a row 60a of

JPEG coefficients and a row 60b of corresponding "l"s and

"0"s. lb embed a " 1" in one of the original JPEG coefficients

35, that coefficient is unchanged if the entry of the table

corresponding to that coefficient is also a "1". On the other

hand, if the original coefficient corresponds to "0" in the

table, that coefficient value is changed minimally to a

neighboring value that has a "1" entry. The procedure for

embedding of a "0" is similar, i.e., the coefficient is

unchanged if its corresponding LUT entry is "0" but is

changed minimally if its corresponding LUT entry is "1".

These "IV and "0 J

s" are called marking values. It should

be pointed out that the expression (to embed) as used herein

does not necessarily require that the original data value be

altered, but only that it is altered as necessary to make it

equal to a value whose corresponding LUT value ("0" or

"1") is equal to the value to be embedded.
j

In the example of FIG. 6, zeros ("(Ts) are to be embedded;

in two DCT coefficients of values "-73" and "24" respec-

tively. Since the binary entry corresponding to "-73" is \\

"-73" is changed to "-74" for which the binary entry is "07

which is to be embedded. The coefficient value of "24" is

unchanged because its binary entry is already "0".
!

The length of successive zeros and ones is limited to avoid

noticeable distortion. The following procedures can be used

to generate an L-entry look-up table 7[.] with maximum
allowed run of r.

j

Step-1: i=l. I

Step-2: If i>r and TIi-l]-T[i-2]- . . . -T[i-r], theri

TH-l-TP-l]-
!

Otherwise, randomly select a number from {0, 1} and set

T[i] to this value. i

Step-3: Increase i by 1. If i>L, stop. Otherwise go back to

Step-2. U
Random numbers can be generated by pseudo-random gen-

erator, details can be found, for example, in R. Sedgewick,

Algorithms in C, Addison-Wesley, 1990.

It should be noted, however, that there are many ways to

generate such a table and the present invention is not limited

to any one procedure. It should also be noted that more than

one look-up table can be used to insert data and that the

second entry of the table is not limited to be binary.

V.5 Selection of DCT Coefficients for Data Insertion

When the quantized coefficients are changed too much,
the marked image will be visually different from the original

image. On the other hand, a large change of the coefficients

allows more information to be embedded into the image.

The human visual system, in particular the just noticeable

difference, has been used to determine how much can an

image be changed without causing noticeable differences.

The human visual system is explained, for example, inA K.

Jain, Fundamentals of Digital Image Processing, Prentice-

Hall, 1989. The just noticeable differences is presented, for

example, in A. J. Ahumada, et. al, "Luminance-model-based

DCT quantization for color image compression," Proc.

SPIE, Vol 1666, 1992.

In accordance with the presently preferred implementa-

tion of the invention, several steps are taken to ensure that

the markings are invisible. As mentioned above, the lengths

of runs of "1" and "0" entries in the LUT is limited to avoid

excessive modification on the coefficients. The DC coeffi-

cients is unchanged unless the quantization step is small.
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Also, the small valuedAC coefficients are unchanged. Those

DCT coefficients that cannot be changed because of these

constraints are called unembeddable, and those coefficients

that can be changed arc called embeddable. On the average,

between 6 to 10 of the coefficients in a block of a typical

natural image are embeddable. This means one can normally

embed more than one bit of information in each block. All

the embeddable coefficients in a block can be used to embed
the same bit in the binary pattern in the manner described in

the previous section. In this case, the extraction of the

embedded information can be done using majority voting.

The reason for using more than one coefficients to embed
same information is explained in the next section. However,

the number of embeddable coefficients vary significantly

from block to block and some blocks may not contain any

embeddable coefficients. In particular, it is difficult to embed

data in smooth blocks where all AC coefficients are very

small and hence unembeddable. If no bits of the watermark

is embedded in a block, then the alteration of that block

would be difficult to detect. To over come this difficulty, two

methods are presented later in the section entitled Smooth

Region Embedding.

V.6 Embed Other Data

The watermark that was inserted in the previous discus-

sion is a binary pattern which often can provide a quick

visual way of detecting modifications. It is clear that a

non-binary pattern can be similarly embedded. ^Itis jJsp

ppssible^toyembed ' content features
J

. A simple example of

suctrfeatures is the most significant bit of average intensity

of a block or of a group of blocks such as a macroblock

consisting of 4 blocks (16x16 pixels). The combination of

patterns and features is suitable for such applications as

image authentication for "trustworthy" digital cameras. The

embedding and authentication procedures are illustrated in

As^howg^n^EIG.dTA, the embedding process is the same

as tKFrJasic process illustrated in FIG. 5 except that content

features are extracted from the original image 10 or from the

DCT coefficients 25 or from both. The content features 90

are input to the embedding process 40 along with the pattern

50.

The authentication process, as shown in FIG. 7B, starts

with a test image 100 (i.e., a watermarked image whose

authenticity is to be tested). It is transformed by a block DCT
process 20 and then quantized in the same manner as in the

embedding/watermarking prccess^topproduce; normalized

quantized-coefficients 36. Content^ features^91^are also

extracted from thetest image. The watermark is extracted by

an extraction process 110, which is the inverse of the

embedding process 40. In the extraction process 110, the

normalized quantized DCT coefficients 36 are examined in

view of the look-up table 60 (the same table as used in the

watermarking process of FIGS. 5 and 7A). The outputs of

the extract process 110 are a pattern 51 and the features 92.

The pattern 51 can be visualized by using visualize process

120, such as a printer or computer monitor, to allow a human
observer to quickly identify which part of the image has

been changed. The extracted pattern 51 can also be com-
pared with the original pattern 50, if available, to detect

possible alterations. The compare process 130 compares the

extracted features 92 with the features 91 to provide an

additional detection of possible alterations. If the test image

100 is the same as the marked image without modification

and if the bit stream of the test image is used for

authentication, its normalized quantized coefficients are

available from the bit stream and are the same as the

coefficients 35, and the features 90, 91 and 92 are identical.

15,775 Bl
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If the test image 100 is the same as the marked image

without modification but it is presented for authentication as

an image, then a small number of coefficients 36 may be
different from coefficients 35 because of the rounding error

5 in the computation of coefficients. Error correction coding,

such as using majority voting as mentioned in the previous

section, can be incorporated in the embed process 40 to

guard against such errors.

V.7 Smooth Region Embedding
The percentage of smooth regions in an image varies

widely, depending on the subject matter. But typically, 20%
of a natural image may be regarded as smooth. As mentioned

previously, blocks in the smooth region of an image may not

have any DCT coefficient to insert the watermark or to

embed features. This is true in spite of the fact that between
15 10 to 15% of the DCT coefficients in a natural image are

embeddable. Thus, on the average, there are 7 to 10
embeddable coefficients per block on average. In other

words, there are plenty of embeddable coefficients in an

image, but the uneven distribution of them leaves some
20 blocks with no coefficients in which to embed data.

This difficulty can be circumvented by the following

shuffling process. For an image divided into blocks of 8x8
pixels, the quantized DCT coefficients of all blocks can be

concatenated into a single string, of which the first 64

25 numbers are from the first image block, the next 64 numbers
are from the second image block, and so forth. Some of the

groups of 64 coefficients may not have any coefficient that

are embeddable. Suppose the order of this string is randomly

shuffled to produce a second string. Each coefficient in the

30 second string comes from one and only one coefficient in the

first stream, that is, before shuffle. Because of the random

shuffle, the probability that each group of 64 numbers in the

second string contains at least one embeddable coefficient is

significantly increased. In fact, it can be calculated that the

35 probability of no embeddable coefficients in a group of 64

coefficients in the second string is about 0.1%. Therefore,

the coefficients in the shuffled string can be used to embed
data as described previously, even though these 64 coeffi-

cients are not those computed from that block.

40 The embedding process when shuffling is used is illus-

trated^ingF^^8^. It is identical to that described above

except that the quantized DCT coefficients of all blocks are

concatenated into a single string and randomly shuffled, in

the process 140, before embedding. Suppose the blocks arc

45 of size 8x8. Then each of the 64 coefficients of the shuffled

string are used to embed the data for one block.

This procedure is illustrated with the help of FIG. 9 for the

case of embedding a binary pattern. Suppose the coefficients

of the first block have values: 171 165 144 ... , the

50 coefficients for the second block have values: 180 201

192 . .
.

, the coefficients of the third block have values: 130

125 128 . . ,
,

etc., as shown in the first sequence. The

shuffling reordered this sequence and produces the second

sequence. In this illustration, the first block of the shuffled

55 coefficients have values: 180 165 125 130 . . . , where the

first coefficient "180** comes from the first coefficient of

block 2 in the original (unshuffled) sequence, the second

coefficient "165" is not moved by the shuffle, the third

coefficient "125" comes from the second coefficient of the

60 original block 3, and the fourth coefficient "130" comes
from the first coefficient of the original block 3. Suppose a
"1" is to be embedded in block one and suppose this

embedding changes the second coefficient "165" to "164" as

shown in the third sequence of FIG, 9. After embedding, all

65 coefficients are inverse shuffled, which is the fourth

sequence of FIG. 9. It should be clear that the embedding of

features can be done identically.
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FIG. 8B depicts the authentication process for a test image

100. It is transformed by a block DCT process 20, quantized

by the process 30, and then shuffled by the process 140, in

the same manner as in the embedding process. The water-

mark is extracted by an extraction process 110. Using the 5

LUT 60, the extract process 111 extracts the embedded

pattern 53 and the embedded features 93. The extracted

pattern 53 is visualized by the process 122 and the features

93 are compared with features 91 by the compare process

132. The visualize process 122 may be different from the

visualize process 120 (FIG. 7) and the compare process 132

may be different from the compare process 130 (FIG. 7)

because processes 122 and 132 may include inverse shuffle

and other operations.

It should be noted that in addition to the random shuffling

involving all the coefficients in one shuffle, other reordering 15

of the DCT coefficients is possible, such as dividing all the

coefficients of the image into several parts and shuffling each

part separately.

It is mentioned above that the pixel domain embedding

process may encounter difficulty when embedding data in 20

the smoothed region of the image. The shuffling scheme

described can be used to embed data in the pixel domain in

the smooth regions of the image. As a simple example,

suppose we embed one bit in every four pixels. Each pixel

in the image is determined to be in a smooth region or not.
js

Those in the smooth region are labeled unembeddable, and

those not in the smooth region are embeddable. All pixels

are then randomly shuffled. With the shuffle, the probability

that any four pixels will have at least one embeddable pixel

is significantly increased. The data is embedded and the
3Q

pixels are inverse shuffled after the embedding.

Another way of smooth region embedding is to embed
data in blocks that are not smooth but whose location bears

a fixed relationship to that of the smooth block in question.

This method is simple to implement, as illustrated in FIG.

10. As shown, instead of embedding one bit independently 35

in each block (8x8 pixels), we take a macroblock (16x16

pixels) as a unit, and use two bits to embed data correspond-

ing to the current macroblock which is not smooth, and use

the other two bits to embed the data corresponding to the

companion macroblock which is smooth. That is, we use 40

companion macroblocks as a backup. In the illustration of

FIG. 10, the companion macroblocks are separated by half

the image height, i.e., the two companion macroblocks are

at location (i,j) and (ij+H/2), where H is the image height in

terms of number of blocks. One can also group 4 macrob- 45

locks located, say at (ij), (i,j+H/2), (i+W/2j) and (i+W/2,

j+H/2) as companion macroblocks, where W is the image

width in terms of number of blocks.

V.8 Detection of Alteration

As described above, modifications on a watermarked 50

image are detected by visualizing the extracted pattern, or by

comparing the pattern with the original pattern, or by

comparing the extracted features using the LUT with the

features of the test image. If the watermarked image has

been changed, then the DCT coefficients from that part of the 55

image that have been modified will be changed, hence the

extracted watermark will be changed. Suppose one bit from

the watermark is inserted into each block. The watermark

extracted from the block in question after alteration has a

50% probability to be a "1" or a "0", hence there is 50% 60

probability that the extracted bit may disagree with the bit

originally inserted before the alteration. Since intentional

modification of the image usually involves regions consist-

ing of more than one block, this 50% detection probability

is increased to 75% if two blocks are changed, to 87.5% if 65

three blocks are changed, and to 93.75% if four blocks are

changed.

,775 Bl
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Furthermore, suppose a block has more than one

embeddable coefficients and we embed the same bit in all

these coefficients. Suppose this block is modified and there

are now N embeddable coefficients after modification. The
probability that the extracted watermark bit from each

coefficient is "1" or "0" each with a probability of 0.5. So the

probability of all extracted bits agreeing with the originally

inserted bit is reduced to (0.5) N. In general, the probability

of correct detection of image modification will be increased

if more than one bit per block arc inserted into the marked

image.

If shuffling is used, the detection of alteration can be

illustrated by the following simple example. Suppose one

block was altered. The embeddable coefficients from this

block are now in different shuffled blocks, and the extracted

bits from each of these coefficients have 0.5 probability of

being changed. Suppose this is the only block that has been

altered. Then error correction coding from the bits extracted

from the shuffled blocks will identify those coefficients that

have been changed. These coefficients would have to come
from the altered block. The 'content features* embedded as

watermarks can also be used to detect alteration.

V.9 Deterring Forgery of Watermarks

If the same look-up-table and the same pattern are used to

mark many images, it is possible to obtain information about

the table and the pattern from these images. Thus, to deter

forgery, it is important to deter any attempt obtain informa-

tion about the table and the pattern from the images. A
simple way do this is to modulate the bits to be inserted by

a pseudo random sequence. Depending on the computation

and memory resources available for the particular

application, such a pseudo random sequence can be either a

fixed one or one selected from a list of such sequences. The

shuffling process as described previously also helps to deter

such an attempt, because it is difficult to forge watermarks

without prior knowledge of the shuffling.

VI. Extensions

VI. 1 Double Watermarking for Authentication and Owner-
ship Verification

Previous work on double watermarking mainly empha-

sized embedding multiple labels (such as an ownership

label, recipient label, etc.) using the same embedding

approach. The present invention may be used in combination

with watermarking methods for ownership verification such

as described in the above cited reference [8].

VI.2 Color Images

Whereas each pixel in a grey scale image is represented

by a single number, each pixel in a color image is repre-

sented by more than one numbers, such as the three com-
ponents in the RGB or the YCrCb color coordinates. The

present invention can be applied separately to each of the

coordinates or to combination of coordinates.

VI.3 Other Compression Methods
The present invention can be applied to images com-

pressed using methods other than JPEG. In wavelet

compression, for example, the image is transformed into a

number of component images from which the original image

can be reconstructed. The component images are quantized.

The present invention can be used to insert a watermark or

watermarks into the component images by modifying the

quantized coefficients using one or more look-up tables.

VI.4 Multi-level Data Embedding and Unequal Error Pro-

tection

As mentioned above, two sets of data, namely, a mean-
ingful visual pattern and a set of low-level content features,

may be embedded in the image for authentication purposes.

Multilevel data embedding and unequal error protection can
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be employed to embed several sets of data with different

error protection capabilities in accordance with their impor-

tance.

VI .5 Video Coding and Authentication of Video

A video consists of many images arranged in an orderly S

sequence. The individual images are called frames or pic-

tures. Some video systems also divide each frame into two

fields, called the even field and the odd field. Digital video

refers to a video sequence in which the individual frames

have been digitized. 10

Video coding or video compression relies on the infor-

mation redundancies found within each frame and among
frames. A simple way to code a digital video is to code each

frame separately, such as in the method known as motion

JPEG. In the well known methods of MPEG-1 and MPEG-2, is

the frames are divided into three types: the intra-coded or

I-frames, the predictive -coded or P-frames, and the

bi-directional coded or B-frames. A typical MPEG coded

video may have a pattern such asIBBPBBPB...,as
illustrated in FIG. 11. The I-frames are codes by themselves, 20

similar to JPEG coding. Each P-frame is divided into blocks,

typically of size 8x8 pixels. Each block of pixels is matched

with the pixels in the previous I or previous P-frame and the

best 8x8 pixels in that I- or P-frame is called the reference

block. A block in a P-frame and its reference block in a 25

previous I- or P-frame is illustrated in FIG. 12. The differ-

ence is taken between each block and the reference block.

This difference, called the residue or the displaced-frame-

difference, is coded using a JPEG like method. The relative

position of the block in the current P-frame and that of the 30

reference block is called the motion vector of the block.

Motion vectors are often determined using 4 blocks together

(16x16 pixels), called a macroblock. Motion compensation

coding refers to the determination of motion vectors and the

coding of the residues. 35

The coding of B-frames is identical to that of P-frames

except each block in the B-frame in question is matched with

the I-frames and P frames either in the backward or the

forward directions, or both. As for the P-frames, the residue

after motion compensation of the B-frames is coded. 40

The present invention can be applied to digital video

authentication. Consider, for the purpose of discussion,

digital video compressed using the MPEG-1 and MPEG-2
standards. Since the I-frame is compressed in much the same
way as a JPEG still image, the present invention can be 45

applied straightforwardly.

To watermark P-frames that are coded using motion

compensation, one can begin with a digital video where each

frame has been watermarked using the approach described

above. After MPEG compression, the watermark embedded so

in the I-frames can be extracted as discussed above. The
extracted watermark embedded into the P-frames before

MPEG encoding may be distorted from that originally

inserted. If this is the case, then the residue after motion

compensation, called the displaced frame difference, is 55

modified. This process is repeated until the embedded water-

mark can be reliably extracted.

The true scope of the present invention is not limited to

the presently preferred embodiments disclosed above. For

example, the invention is not limited to processes employing 60

the DCT, or to processes in which 8x8 or even 16x16 blocks

of data are used to embed a "0" or "1 " bit of a watermark.

Other possible modifications of the preferred embodiments

will be apparent to those skilled in the art.

We claim: 65

1. A method for applying a digital watermark to an image,

comprising the steps of:

(A) deriving from the image a plurality of component

images, wherein each component image contains coef-

ficients;

(B) providing at least one look-up table containing a

plurality of coefficients and corresponding values,

wherein at least some of the look-up table coefficients

match coefficients in said component images;

(C) embedding said watermark in said image by perform-

ing the following substeps for at least some of said

component images: (1) selecting a coefficient into

which a marking value, representative of a correspond-

ing portion of the watermark, is to be embedded; (2)

using the value of the selected coefficient to identify a

corresponding value in said look-up table(s); (3) leav-

ing the selected coefficient unchanged if the corre-

sponding value is the same as the marking value; and

(4) changing the selected coefficient if the correspond-

ing value is different from the marking value;

further comprising the step of identifying selected coef-

ficients as being unembeddable, wherein said unem-
beddable coefficients are not employed in step (C) to

embed marking values, and wherein some of said

coefficients are identified as DC coefficients, and said

DC coefficients are considered unembeddable; and

further comprising selecting a threshold value, wherein

coefficients having a value below said threshold value

are considered small valued and thus unembeddable.

2. Amethod for applying a digital watermark to an image,

comprising the steps of:

(A) deriving from the image a plurality of component

images, wherein each component image contains coef-

ficients;

(B) providing at least one look-up table containing a

plurality of coefficients and corresponding values,

wherein at least some of the look-up table coefficients

match coefficients in said component images; and

(C) embedding said watermark in said image by perform-

ing the following substeps for at least some of said

component images: (1) selecting a coefficient into

which a marking value, representative of a correspond-

ing portion of the watermark, is to be embedded; (2)

using the value of the selected coefficient to identify a

corresponding value in said look-up table(s); (3) leav-

ing the selected coefficient unchanged if the corre-

sponding value is the same as the marking value; and

(4) changing the selected coefficient if the correspond-

ing value is different from the marking value;

further comprising the step of identifying selected coef-

ficients as being unembeddable, wherein said unem-
beddable coefficients are not employed in step (C) to

embed marking values; and

further comprising selecting a plurality of threshold

values, wherein coefficients having values below said

threshold values are considered small valued and thus

unembeddable.

3. Amethod for applying a digital watermark to an image,

comprising the steps of:

(A) deriving from the image a plurality of component
images, wherein each component image contains coef-

ficients;

(B) providing at least one look-up table containing a

plurality of coefficients and corresponding values,

wherein at least some of the look-up table coefficients

match coefficients in said component images;

(C) shuffling the coefficients prior to said embedding step;

and
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(D) embedding said watermark in said image by perform-

ing the following substeps for at least some of said

component images: (1) selecting a coefficient into

which a marking value, representative of a correspond-

ing portion of the watermark, is to be embedded; (2) 5

using the value of the selected coefficient to identify a

corresponding value in said look-up table(s); (3) leav-

ing the selected coefficient unchanged if the corre-

sponding value is the same as the marking value; and

(4) changing the selected coefficient if the correspond-
JQ

ing value is different from the marking value;

wherein the image is divided into a plurality of compo-
nent images of nxm pixels, wherein n and m are

integers, and wherein each component image is trans-

formed using the discrete cosine transform (DCT) into

nxm transform coefficients; wherein the corresponding 15

values in said look-up table(s) are binary-valued and

are constrained to have a prescribed maximum run

length of either binary value; wherein, in the embed-
ding substep (DX4), the selected coefficient is changed

minimally to a value having a corresponding value in 20

the look-up table(s) whose value is the same as the

marking value, wherein the selected coefficient is

changed minimally by changing its value to that of the

nearest coefficient having a corresponding look-up

table value equal to the marking value. 25

4. A method as recited in claim 3, wherein, prior to the

embedding step (Q, the image is compressed using JPEG
compression.

5. A method as recited in claim 3, further comprising the

step of shuffling the coefficients prior to said embedding
3Q

step, wherein said shuffling step comprises concatenating

the coefficients of a plurality of component images into a

string and shuffling the order of the coefficients in said

string; and wherein, after embedding, the string is inverse

shuffled.
35

6. A method as recited in claim 3, wherein the marking

value is embedded multiple times in each component image,

whereby a majority voting process may be employed to

decode the respective component images.

7. A method as recited in claim 3, wherein the marking
4Q

value is embedded using error correction encoding, and

wherein error correction decoding is employed to extract the

marking values.

8. A method as recited in claim 7, wherein the error

correction encoding comprises embedding of the marking
45

value multiple times and the decoding comprises the use of

majority voting.

9. A method as recited in claim 3, wherein the marked

image is decodable to determine whether it has been altered

and, if so, where in the image such alterations were made.
5Q

10. A method as recited in claim 3, further comprising the

step of storing the marked image in a lossy-compression

form.

11. A method as recited in claim 3, wherein the method is

used in a digital camera or camcorder.
ss

12. A method for applying a digital watermark to an

image, comprising the steps of:

(A) deriving from the image a plurality of component

images, wherein each component image contains coef-

ficients;
60

(B) providing at least one look-up table containing a

plurality of coefficients and corresponding values,

wherein at least some of the look-up table coefficients

match coefficients in said component images;

(C) shuffling the coefficients; and 65

(D) embedding said watermark in said image by perform-

ing the following substeps for at least some of said

,775 Bl
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component images: (1) selecting a coefficient into

which a marking value, representative of a correspond-

ing portion of the watermark, is to be embedded; (2)

using the value of the selected coefficient to identify a

corresponding value in said look-up table(s); (3) leav-

ing the selected coefficient unchanged if the corre-

sponding value is the same as the marking value; and

(4) changing the selected coefficient if the correspond-

ing value is different from the marking value;

wherein the image is divided into a plurality of compo-

nent images of nxm pixels, wherein n and m are

integers, and wherein each component image is trans-

formed using the discrete cosine transform (DCT) into

nxm transform coefficients; wherein the corresponding

values in said look-up table(s) are binary-valued and

are constrained to have a prescribed maximum run

length of either binary value; wherein, in the embed-

ding substep (C)(4), the selected coefficient is changed

minimally to a value having a corresponding value in

the look-up table(s) whose value is the same as the

marking value, wherein the selected coefficient is

changed minimally by changing its value to that of the

nearest coefficient having a corresponding look-up

table value equal to the marking value; and

further comprising the step of identifying selected coef-

ficients as being unembeddable, wherein said unem-
beddable coefficients are not employed in step (Q to

embed marking values; wherein some of said coeffi-

cients are identified as DC coefficients that are consid-

ered unembeddable; and wherein coefficients having

values below threshold values are considered unem-
beddable.

13. A method for applying a digital watermark to an

image, comprising the steps of:

(A) deriving from the image a plurality of component

images, wherein each component image contains coef-

ficients;

(B) providing at least one look-up table containing a

plurality of coefficients and corresponding values,

wherein at least some of the look-up table coefficients

match coefficients in said component images;

(C) shuffling the coefficients prior to said embedding step;

and

(D) embedding said watermark in said image by perform-

ing the following substeps for at least some of said

component images: (1) selecting a coefficient into

which a marking value, representative of a correspond-

ing portion of the watermark, is to be embedded; (2)

using the value of the selected coefficient to identify a

corresponding value in said look-up table(s); (3) leav-

ing the selected coefficient unchanged if the corre-

sponding value is the same as the marking value; and

(4) changing the selected coefficient if the correspond-

ing value is different from the marking value.

wherein the image is divided into a plurality of compo-
nent images of size nxm pixels, wherein n and m are

integers, and wherein each component image is trans-

formed into coefficients;

further comprising the step of shuffling the coefficients

prior to said embedding step;

wherein said shuffling step comprises concatenating the

coefficients of a plurality of component images into a

string and shuffling the order of the coefficients in said

string; and

wherein the shuffled string of coefficients are put into a

plurality of sub-strings and each sub-string is used to
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embed one watermark or is to be used for error detec-

tion or for error correction.

14. A method for applying a digital watermark to an

image, comprising the steps of:

(A) deriving from the image a plurality of component

images, wherein each component image contains coef-

ficients;

(B) providing at least one look-up table containing a

plurality of coefficients and corresponding values,

wherein at least some of the look-up table coefficients

match coefficients in said component images;

(C) shuffling the coefficients prior to said embedding step;

and

(D) embedding said watermark in said image by perform-

ing the following substeps for at least some of said

component images: (1) selecting a coefficient into

which a marking value, representative of a correspond-

ing portion of the watermark, is to be embedded; (2)

using the value of the selected coefficient to identify a

corresponding value in said look-up table(s); (3) leav-

15

18
ing the selected coefficient unchanged if the corre-

sponding value is the same as the marking value; and

(4) changing the selected coefficient if the correspond-

ing value is different from the marking value.

wherein the image is divided into a plurality of compo-
nent images of size nxm pixels, wherein n and m are

integers, and wherein each component image is trans-

formed into coefficients;

further comprising the step of shuffling the coefficients

prior to said embedding step;

wherein said shuffling step comprises concatenating the

coefficients of a plurality of component images into a

string and shuffling the order of the coefficients in said

string; and

wherein the shuffled string of coefficients are put into a

plurality of sub-strings and each sub -string is used to

embed one watermark or is to be used for error detec-

tion or for error correction. 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. : 6,285,775 Bl Page 1 of 1

DATED '

: September 4, 2001

INVENTOR(S) :MinWuetal.

It is certified that error appears in the above-identified patent and that said Letters Patent is

hereby corrected as shown below:

Column 2.

Line 18, delete "=" and insert - " -- therefor.

Line 34, delete "watermarking" and insert - watermarking - therefor.

Column 10.

Line 45, delete "arc" and insert ~ are -- therefor.

Column 12,

Line 27, insert "to" after the word "attempt".

Line 49, delete "numbers" and insert - number - therefor.

Signed and Sealed this

Seventh Day of May, 2002

Attest:

JAMES E. ROGAN
Attesting Officer Director of the United States Patent and Trademark Office
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